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Ask the Experts 
 
 
 
 
 
 
 

�³How can we continue to protect the confidentiality of data 

subjects under open access initiatives?�  ́
By 

Natalie Shlomo, University of Manchester 
 

1. Introduction 
 
Traditionally, statistical agencies release outputs in the form of microdata and tabular 
data.  Microdata contain data from social surveys and tabular data contain either 
frequency counts, such as for census dissemination, or magnitude data typically 
arising from business surveys, e.g., total revenue. For each of these traditional 
outputs, there has been much research on how to quantify disclosure risk, optimal 
statistical disclosure control (SDC) methods, and how to assess the impact on data 
utility. 
 
In traditional outputs, the two main disclosure risks are identity disclosure, where a 
statistical unit can be identified based on a set of identifying variables, and attribute 
disclosure, where new information can be learnt about an individual or a group of 
individuals. One disclosure risk that is often overlooked in traditional outputs is 
inferential disclosure. This disclosure risk has to do with learning new attributes with 
high probability. For example, a regression model with a very high predictive power 
may cause inferential disclosure. Even if an individual is not in the dataset, there 
would still be disclosure from this type of disclosure risk. Another example of 
inferential disclosure is disclosure by differencing when multiple releases are 
disseminated from one data source. For example, census tables can be differenced 
or manipulated to reveal individual units. For traditional hard-copy census tables, 
disclosure by differencing is controlled by having a fixed set of variables and 
categories which disallow differencing non-nested groups of individuals.  
 
In the last decade, many statistical agencies have set up data enclaves on their 
premises. These are largely motivated by statistical agencies being unable to 
continue to meet demands for large amounts of data and still ensure the 
confidentiality of data subjects. The data enclave is a secure environment where 
researchers go on-site and gain access to confidential data. The secure servers have 
no connection to printers or the internet and only authorized users are allowed to 
access them. To minimize disclosure risk, no data is allowed to be removed from the 
enclave and researchers undergo training to understand the security rules. All  
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Definition (Dwork et al, 2006): �H- differential privacy holds if: 
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Differential privacy therefore aims to avoid inferential disclosure by ensuring that an 
intruder cannot make inference about a single unit when only one of its value is 
changed given that all other units in the populations are known. This definition would 
control for disclosure by differencing and highly predictive models. The solution to 
guarantee differential privacy in the computer science literature is by adding 
noise/perturbation to outputs of the queries under specific parameterizations. One 
advantage to differential privacy is that the parameters of the perturbation methods 
can be made public and hence researchers can use this information to carry out 
statistical analysis.    
 
Shlomo and Skinner, 2012, show that under this definition sampling alone would not 
be differentially private although the rate of leakage would depend on the number of 
population unique in the vector of counts which could potentially be small and below 
the risk thresholds set by statistical agencies. Only perturbation where the SDC 
method has a non-zero chance of perturbing any record guarantees differential 
privacy. As in the Computer Science literature, adding noise to counts of a frequency 
table under specific parameterizations could be made differentially private but non-
perturbative methods such as coarsening categories of the table would not. 
 
3.  Open Access Initiatives 
 
To see how differential privacy may be relevant for open access initiatives we look at 
three applications considered by statistical agencies for disseminating statistical 
outputs.  
 
3.1 Flexible Table Generating Servers 
 
Driven by demand from policy makers and researchers for specialized and tailored 
tables from statistical data (particularly census data), some statistical agencies are 
considering the development of flexible table generating servers that allow users to 
define and generate their own tables.  The United States Census Bureau and the 
Australian Bureau of Statistics have developed such servers for disseminating census 
tables, and the Israel Central Bureau of Statistics developed a server to disseminate 
tables of weighted counts from the Social Survey. Users access the servers via the 
internet and define their own table of interest from a set of pre-defined variables and 
categories typically from drop down lists.  
 
When selecting SDC methods to apply to the output table, there are two approaches: 
apply SDC to the underlying data so that all tables generated in the server are 
deemed safe for dissemination (pre-tabular SDC), or produce tables directly from 
original data and apply the SDC method to the final tabular output (post-tabular SDC). 
Although sometimes a neater and less resource intensive approach for data from a 
single source, the pre-tabular approach is problematic since it will require a large 
amount of SDC methods which will have a compounding effect under aggregation  
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index and model-assisted estimators for ARPR through simulation studies and 
empirical applications. Chapter 7 comprises nine sections to address the issue of 
estimating sampling error of cumulative and longitudinal poverty indicators. The 
authors introduce the most commonly used methods for cross-sectional variance 
estimation with an extension to cumulative and longitudinal poverty and inequality 
measures. An example is presented to illustrate the procedure to deal with 
additional difficulties caused by the lack of full information on sample structure in 
datasets such as EU-SILC.  
 
Part III (Small area estimation modeling and robustness) includes three chapters: 
Chapter 8. Models in small area estimation when covariates are measured with 
error written by Serena Arima, Gauri S. Datta and Brunero Liseo; Chapter 9.  
Robust domain estimation of income-based inequality indicators written by Nikos 
Tzavidis and Stefano Marchetti; Chapter 10. Nonparametric regression methods 
for small area estimation written by M. Giovanna Ranalli, F. Jay Breidt and Jean D. 
Opsomer. Chapter 8 presents functional measurement error models for both area 
level and unit level models using frequentist and Bayesian methods. The authors 
describe empirical Bayes and hierarchical Bayes methods for structural 
measurement error models. The authors conclude with two real data applications 
to the US Census Bureau using Bayesian approach and EBLUP method. In 
Chapter 9 the authors present a small area estimation methodology based on M-
quantile regression method to estimate inequality indicators. The authors also 
present a model-based simulation study and a real application to EU-SILC data to 
compare the proposed estimators. Chapter 10 is devoted to a review of 
nonparametric methods including nested error nonparametric unit level models 
using penalized splines and kernel methods. The authors also discuss other robust 
approaches such as M-quantile regression and model-based direct estimation 
(MBDE) approach. The chapter concludes with an application using data from the 
Living Standards Measurement Study in Albania.  
 
Part IV (Spatio-temporal modeling of poverty) includes three chapters: Chaper 11. 
Area-level spatio-temporal small area estimation models written by María Dolores 
Esteban, Domingo Morales and Agustín Pérez; Chapter 12.  Unit level spatio-
temporal models written by Maria Chiara Pagliarella and Renato Salvatore; 
Chapter 13. Spatial information and geoadditive small area models written by 
Chiara Bocci and Alessandra Petrucci. In Chapter 11 the authors first review some 
spatial and temporal models as extensions of the Fay-Herriot model. Then the 
authors present a new area level model with MA (1) time correlation random 
effects. The EBLUP and MSE estimators are obtained and the authors also show 
how to apply the MA (1) model to obtain estimates of poverty proportions. Some 
simulations are presented to illustrate the introduced procedures. Chapter 12 is 
dedicated to the unit level spatio-temporal models in the context of EBLUP 
estimation. In this chapter the authors introduce unit level models, spatio-temporal  
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CANADA 
 

 
Reporting: Normand Laniel 
 
The 2016 Canadian Census of Population: Collection Results 
 
The Canadian Census of Population collects demographic information from 3 in 4 
households, via a short form, and demographic, social, economic and dwelling 
information from 1 in 4 households, via a long form, on persons residing in Canada. 
The Census is Canada's largest and most comprehensive data source for small 
areas.  
 
The data collection operations for the 2016 Canadian Census of Population were 
successfully conducted from May to July 2016. Starting May 2, a bilingual letter was 
delivered to 82% of Canadian dwellings. This letter provided the required 
information so respondents could complete the questionnaire online. The letter also 
contained a toll-free number respondents could call to request a paper 
questionnaire. For the remaining dwellings (roughly 18%), questionnaires were 
either dropped off by enumerators (16%) or the questionnaires were completed by 
having enumerators conduct personal interviews (2%). For most dwellings (98% of 
the population), respondents were asked to complete the questionnaire for 
themselves and for members of their household online, or complete and then return 
a paper questionnaire in the mail. A toll-free number was also provided if a 
respondent wished to complete the questionnaire over the telephone. Also, reminder 
letters with or without questionnaires as well as in-person follow-ups were used for 
households that did not respond after the first delivery. 
 
The willing participation of Canadians has enabled Statistics Canada to achieve an 
overall collection response rate of 98.4 per cent, this is higher than the rate obtained 
both the 2011 and 2006 Census cycles. Canadians' response to the 2016 long form 
was also outstanding. In 2016, the collection response rate for the long form was 
97.8 per cent, the best ever recorded. The 2016 Census also stood out in two other 
regards: self-response and Internet response. Almost 88.8 percent of Canadian 
households completed their long or short form questionnaire without any assistance 
from Statistics Canada staff. This makes the Canadian Census the most efficient 
among traditional censuses conducted in the world. As for the Internet response, 
Canadians delivered a gold medal performance with an Internet response rate of 
68.3 per cent, surpassing the ambitious initial objective of 65 per cent and setting 
yet again another world record. High rates of self-response and Internet response as 
well as overall response contribute to both the efficiency of data collection and 
exceptional data quality. 
 
Statistics Canada will now turn its focus to providing high quality Census 
information. An accelerated release schedule is planned to provide Canadians with 
results in a more timely fashion than for any previous census. First results from the 
2016 Census will be published on February 8, 2017, with the release of data on 
population and dwelling counts. 
 
For more information, contact Normand Laniel, Assistant Director, Social Survey 
Methods Division, Statistics Canada at Normand.Laniel@Canada.ca. 
 

 
 



The Survey Statistician 34 January 2017 
 

 
 

ISRAEL 
 
 

Reporting: Tom Caplan 
 
Israel Central Bureau of Statistics (ICBS) 
 
We are pleased to report that there have been many developments in the statistics 
area in Israel since the last country report. We report here on some of them. 
The importance of statistics as essential to government decision making as well as 
in research and aspects of business and practically all aspects of life is recognized 
around the world. To that end the National Statistician was invited and appeared 
before the Government of Israel and he presented for 80 minutes highlights of the 
new statistics collected and produced in the last year. This presentation, the first of 
its kind, was well-received by the Ministers of the Government. 
 
Preparations are underway for two pilot Population Census studies, one in 2017 and 
one in 2018. The two pilot studies will contribute significantly to the decision as to 
whether Israel will have a one year census or a rolling integrated census over five 
years. Another related major purpose to the pilot studies is to study the rate of 
success in the use of the internet as a preferred mode of response. 
 
There are changes this year to the Household Expenditure Survey. Historically, the 
Survey has been based on families completing a two weeks diary. A decision has 
been made to change to a one week diary after careful experiments have shown 
that there will be no reduction in the quality of the data. 
 
The Israeli Longitudinal Survey of Households is now getting ready for the field work 
for the fifth wave. For the first time, planning is underway to offer small financial 
incentives to the respondents. 
 
October 2016 saw the launching of the second Twinning program with Statistics 
Denmark. Following the success of the first Twinning program which began in 2013, 
this new Twinning Program has four components: 1- developing and enhancing 
Quality Management of Official Statistics in Israel; 2- developing procedures for 
enhancing access to micro data by researchers; 3- further development of 
infrastructure for agricultural statistics (specifically a farm register); 4- developing 
and adopting  methodological and geo-spatial tools for improving the quality and 
efficiency of field surveys.  The Twinning Program is funded by the European Union. 
In April 2015, the Government of Israel adopted a resolution obligating the Central 
Bureau of Statistics to publish well-being, sustainability, and national resilience 
indicators in the following domains: quality of employment; personal security; health; 
housing and infrastructure; education; higher education and skills; personal and 
social well-being; environment; civic engagement and governance; and material 
standard of living. It was also decided to develop two additional domains: 
information technology; and leisure, culture, and community. This defines a total of 
11 well-being domains. For each domain 8 representative indicators were selected. 
As part of the implementation of the Government resolution, the ICBS will publish  
these indicators annually as of 2016. 
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Upcoming Conferences and 

Workshops 
 
 
 
 
 
 
 
 

The list below highlights events that have sessions or main subject related to areas 
such as survey methods, official statistics, data linkage and confidentiality. For a 
more wide-ranging list, please check the ISI Calendar of Events at https://www.isi-
web.org/index.php/activities/calendar 

 

 
New Techniques and Technologies for Statistics (NTTS)  
Organized by: Eurostat 
Where: Brussels, Belgium 
When: March 14-16, 2017 
Homepage: https://ec.europa.eu/eurostat/cros/content/ntts-2017_en 
 

Inference from Non -probability Samples  
Conference of SRM, ESRA and ELIPSS  
 

Organized by: the European Survey Research Association (ESRA) and the Étude 
Longitudinal par Internet Pour les Sciences Sociales (ELIPSS) 
Where: Paris, France 
When: March 16 - 17, 2017 
Homepage: https://ojs.ub.uni-konstanz.de/srm/article/view/6792/6113 
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2017 Conference honoring Jon Rao on the occasion of his 80th birthday  
Organized by: School of Mathematics and Statistics at Yunnan University 
Where: Kunming, China 
When: May 24 - 27, 2017 
Homepage: http://www.raoconference2017.com/ 
 
 
 

 
Statistical Society of Canada   2017 ANNUAL MEETING 
Organized by: University of Manitoba 
Where: Winnipeg, 
When: June 11 - 14, 2017 
Homepage: https://ssc.ca/en/meeting/annual/2017 
 
 

 
 
2017 International Total Survey Error Workshop (ITSEW) 
Organized by: Institute for Employment Research (IAB)  
Where: Nuremberg, Germany 
When: June 12 - 14, 2017 
Homepage:  https://www.xing-events.com/itsew2017.html 
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European Establishment Statistics Workshop (EESW) 2017 
Organized by: European Network for Better Establishment Statistics (ENBES) 
Where: Southampton, UK 
When: August 30 - September 1, 2017 
Homepage:  http://www1.unece.org/stat/platform/display/ENBES/EESW17 

 

Royal Statistical Society 2017 International Conference 
Organized by:  The Royal Statistical Society 
Where: Glasgow, United Kingdom 
When: September 4 - 7, 2017  
Homepage: http://www.rss.org.uk/conference2017 

 
 
 

 
11th International Conference on Transport Survey Methods 
Organized by: Interuniversitary Research Centre on Entreprise Networks, Logistics and 

Transport (CIRRELT) 
Where: Quebec, Canada 
When: September 24 - 29, 2017  
Homepage: http://www.hksts.org/isctsc.htm 
 
 

 
















































